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Abstract—MUTE is an anonymous peer-to-peer network that its neighbouring peers will forward messages addressdtkto t
is used by hundreds of thousands of people to share files. Peén  target identity over their connection with the attackere ime
this network are identified by randomly chosen pseudo identies exception to this is if the identity the attacker is tryingsteal
and a probabilistic time-to-live counter is used to stop an #acker . . .
from being able to tell how far a search has come or has to go. belongs to the nelghbour,_as the neighbour will never fodwar
The aim of the system is to hide the IP addresses of the file- Messages addressed to itself. Therefore the attacker ean us
sharers from an attacker that is acting as one or more peers this method of stealing identities to test any identity #seif
inside the network. This paper describes the MUTE system, ah  the identity cannot be stolen then it belongs to the neighbou
then goes on to outline an attack on the anonymity of a peer We solve this problem by stopping the attacker from being

based on “stealing” pseudo identities. We then show how usin . .
an authentication key as a pseudo identity can stop this atzk 2Ple to forge messages. We do this by having all peers start

and we describe the implementation of this solution as part o Dy generating an authentication and signature key. Thespeer
the MUTE system. can then use the authentication keys as their pseudo identit

These authentication keys would be used in exactly the same
way as the peers’ identities. However, each peer would also
. INTRODUCTION sign the message ID. When any peer receives a message,
MUTE is an anonymous peer-to-peer file-sharing syster;can check the signed message ID using the “from ID”
with over 900,000 downloadst is one of the most popular authentication key. As the attacker cannot correctly shgn t
anonymous file-sharing systems and has served as the ingpgssage ID it can no longer forge messages.
ration for a number of similar systems [1], [4] and academic We first discovered the existence of an attack by modelling
papers [2], [4], [5], [8]. MUTE in the pi-calculus [5]. The contribution of this paper
Peers using MUTE will connect to a small number of othei§ a technical description of MUTE and the attack, the fix
known peers; only the direct neighbours of a peer know iter that attack and the description of how this fix was added
IP address. Communication with remote peers is providéel MUTE. The use of a public key as an identity has been
by sending messages hop-by-hop across this overlay netwgnoposed as a way to stop denial of service attacks in IP6 [10]
Routing messages in this way allows MUTE to trade efficieflthere are a number of other systems and theoretical designs
routing for anonymity. for anonymous file-sharing, for full details we refer thedea
There is no way to find the IP address of a remote pe&®, our previous survey paper [6].
and direct neighbours can achieve a level of anonymity byIn the next section we describe the MUTE routing protocol,
claiming that they are just forwarding requests and files fand then in Section Ill we outline our attack on MUTE.
other peers. In this way peers in the network keep their fil&ection IV shows how these kinds of attacks can be stopped
sharing activity secret from an attacker who may be acting asd describes the fixes made to the MUTE system.
one or more peers in the network. There is no anonymity from
an attacker who can monitor the entire network or be sure thafj THe MUTE PEER-TO-PEER FILE-SHARING SYSTEM
they have a peer completely surrounded.

Every peer picks a random pseudo ID that it uses to identify The MUTE system is based on the Ant Colony Optimisa-
itself. When a peer receives a new message it records i algorithm [7], which is in turn based on the way ants
connection over which the message was received as a possikle pheromones when looking for food [3]. The peers in a
route to the pseudo ID that the message was from. In this WU TE network form a fixed overlay network, as illustrated
the peer builds a routing table for each pseudo ID. There isiaFigure (a), each peer connects to a number of other peers
danger that an attacker may be able to link the pseudo iglenfis neighbours). The only way in which new connections can
and the IP address of its direct neighbours, and thus find ¢ made is if an IP address is manually entered into a2peer
which files the neighbours are requesting and offering.  This means that there is no way for a peer in the network

An attacker, acting as a peer in the network, can “steay |earn the IP address of a remote peer. Communication

a pseudo identity by sending fake messages using the taiggfveen any two peers is encrypted using a AES symmetric
identity as the “from ID”. If it sends enough messages then

2A “Blender” service offers new peers a limited number of ramdly chosen
1source:ht t p: / / sour cef or ge. net/ proj ect s/ mut e- net peer IP addresses, so that they may join the network in a saje w
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(a) A network of peers (b) routing tables after a search by... (c) ...and after a reply by’

key and communication between remote peers is possible olifyaddresses is the basis of the anonymity offered by MUTE.
by sending messages hop-by-hop across this overlay netwdtér instance, in the exchange above, no peer can be sure that
encrypting and decrypting the message on each hop. their neighbour was the up-loader or the down-loader.

In order to build up an “ad-hoc” routing table for the overlay To stop peers using the message’s time-to-live counter to
network of peers, each peer picks a random 160 bit numbeerk out where a search originates or ends a three phase
as a “pseudo ID”. This ID is used as an address for the pepfpbabilistic “Utility Counter” is used. The first phase, is
and any message that originates from that peer is labelléed wéquivalent to the originator of the message picking 1, with
it. The connection that brings messages from a pseudo IDpibability 2, or 2 with probability 2, or n with probability
also a possible connection over which to send messageszo This value is then counted down by 1 each hop. When it
that pseudo ID therefore each peer can dynamically constregaches O the peer moves to the second phase, which forwards
a routing table by recording the connections on which tibe message for 5 hops. A message with an expired time-to-
messages arrive as the route to that ID. When multiplige counter will be dropped with probabilit%, or forwarded
connection carry messages from the same ID, the fastest, ntos: randomly chosen neighbours with probabilify: .
used connection will usually be the best. We now describe the details of the MUTE routing protocol:

In order to search the network, a peer broadcasts a search On start up the MUTE application generates a pseudo 1D
message with its own pseudo ID, a unique message identifier and a 1024-bit RSA public/private key pair. It also fixes
and a probabilistic time-to-live counter. The search mgssa the values of the utility counter that it will use in all of
sent to the peer’s neighbours, which in turn send the message its searches (hence avoiding a statistical attack).
to all of their neighbours until the time-to-live countemsu ¢ The peer then attempts to make connections to its list of
out. Upon receiving a message a peer first checks the message other known peers and uses its public key to set up a
identity and discards any repeated messages, it then scord AES 128-bit symmetric session key for each connection.
the connection on which the message was received and the After establishing its connections it selects a subset of
pseudo ID of the sender. The results of pdesending a search these peers to which it will forward messages with
message are illustrated in Figure (b). As the search message expired utility counters, as described above, and creates
fans out each peer records the direction it came from. Peer anempty list of “seen” message IDs and an empty routing
E will receive two copies of the message, one frémand table.
another fromC, here we assume the connectidn B, E is The peer is then ready to start sending and receiving
faster than4, C, E, and so the peeE discards the messagemessages. These messages have the following format:
from C' and adds the connection 8 to its routing table. o )

If the peerF, for instance, wants to reply to the search i?ssage.l D 6 digit number & a time stanp
forms a reply message addresseditand marked as coming rom D The pseudo ID of the senpler
from F. PeerF does not know the location of but it does '° ' D The pfeud? ID of the recipient
know which of its connections is part of the fastest route trgl ) hor hALL ]tor hsear ches d
A, so it sends the message over that connection. Each pee?gs' The phase of the counter an
does the same and the reply makes its wayiahen to B - @ybe ROUTE_CNLY | FRESH_ROUTE
and finally to A. At the same time each of these peers recota i t}/Count er: base-10 ASQI counter value
which direction the message from came from in its routing engF h: The length of the body
table, as illustrated in Figure (c). Body: AES encrypted message

We note that the routing table tells the peers what directionThe flags allow for a fine-grained control over the routing:
to send messages addressed to a given pseudo ID, but Tlee ROUTEONLY flag indicates that the peer should only
which peer has that ID. This inability to link pseudo IDs anforward the message if it has the “To ID” in its routing table.



The FRESHROUTE flag indicates that the peer should deletthat the target peer’s routing table is not also being adfibct
both the sender and the receiver from its routing table. by real messages from the target ID, which are not past onto
Search messages are addressed to “ALL" and are senthe attacker? If the attacker receives a search message from
all of the peer’'s neighbours with the utility counter vallatt a neighbour once, it knows that all other messages that the
was chosen when the peer started up. When a peer receivegighbour receives in the same way will also be forwarded to
message it processes it in the following way: the attacker. However it is possible that the neighbourizey p
. Ifthe message ID is in the list of seen message IDs or theuld receive messages from the target ID via two different

time-stamp is old the message is discarded. Otherwig@utes, one of which is dropped before being passed onto the
the message ID is added to the list of seen messagesattacker. This would pose a problem as if the attacker cannot

. If there is a list of channels for the “From ID” in thedetect all of the messages coming into the neighbouring peer
routing table then the peer adds the channel on whigten it cannot be sure that it has successfully stolen the ID.
the message was received (dropping the oldest channdiuckily, for the attacker, only IDs that are seen on search
if there are now more than 50). If the “From ID” is notmessages with phase-1 counters are possibilities for tighne
in the routing table it is added along with the channdlours ID and only search messages with phase-3 counters can
it arrived on. The oldest “From ID” is dropped if thebe dropped. If the attacker sees some messages with a phase-1
routing table now contains more than 50 IDs. counter and others reach the neighbour with a phase-3 aounte

o Ifthe“To ID”is ALL, or the “To ID” is unknown, and the and are dropped, we know that the messages that are dropped
utility counter has not expired the peer reduces the timgwst be slower. These slower messages will be discarded as
to-live and forwards the message to all of its neighbourdyplicates by the target peer, therefore they will not dffee
decrypting and re-encrypting the body of the messageuting table.
with the appropriate AES key. If the utility counter has There is still a small possibility that the neighbour is
expired then the message is only forwarded to the subgegeiving or forwarding a file from the real owner of the ID, in
of peers selected at start up, if any. which case the large number of messages that the neighbour

« If the local routing table includes a list of channels fois receiving might mean the attacker fails to steal an addres
the “to ID” then the peer selects one of these channdhat does not belong to the target peer. To avoid this pdisgibi
at random. As repeat messages do not add entriesthe attack can be repeated at regular intervals. The attack o
the routing table, selecting randomly will return one oMUTE would run as follows:
the fastest, most used channels. The peer forwards the) The attacker uses MUTE’s blender service to find the IP
message on this channel, encrypted with the AES key address of a peer, makes two connections to it, monitors

for that channel. these connections and selects the “from ID” with the
The peer can then process and reply to the message, if highest, phase-1, utility counter.
necessary. 2) The attacker forms new search messages using the
selected ID as the “from ID” and repeatedly sends them
I1l. DESCRIPTION OF THEATTACK ON MUTE to the neighbour until it has sent 50 messages without

The attacker can “steal” an ID by sending fake messages receiving any messages from the ID it is trying to steal.
using the ID it wants to steal as the “from ID". Any peer that 3) The attacker then sends a reply message addressed to
receives such faked messages will incorrectly add entiés t the selected ID along its other connection with the target
routing table indicating that it should send messages addde peer. )
to the ID along its connection to the attacker, rather than th 4) If the attacker receives the message back then the
connection that leads to the original owner of the ID. selected ID does not belong to the target peer, so

If the attacker sends enough messages then it can be sure € attacker must select another ID and start again.
that its neighbours will send all messages addressed to the Otherwise, with a high degree of probability, the attacker

stolen ID in its direction. The only exception to this is ifeth has found the neighbour’s ID and can then find out what

ID the attacker is trying to steal belongs to the neighbosrr, a  fles the neighbour is sharing.
the neighbour will never forward messages addressed 16 itse
Therefore the attacker can use this method of stealing IDs to IV. SECUREPSEUDOIDENTITIES

test any IDs it sees; if an ID cannot be stolen then the IDThe attack is made possible by the MUTE protocol's
belongs to_the ne_|ghbour. adaptive routing system and the fact that peers will never
We saw in Section Il that MUTE looks at the 50 most recent ward messages addressed to themselves. Key to the succes

messages when deciding where to route a message. This M&# e attack is the attacker's ability to fake messages with

that if the attacker can send 50 messages with the target ID % ther peer's ID.

its neighbour, without any messages with that ID coming from We can solve this problem by stopping the attacker from

anywhere else, then the attacker knows that it must rece'B/ ing able to forge messages. We are only interested in
any messages sent to that ID via the target peer, unless th hping the creation of fake messages that use someone

belongs to the target peer. But how can the attacker be SHiSe’'s ID. We are not interested in the actual value of the

3To avoid the exact time leaking any location information anipart style pseUdo ID and We ‘_NiSh to maintain MUTE decentralise_d
counter [9] is used nature. Our solution is to have all peers start by generating



an authentication and signature key. The peers then use fiisk.

authentication keys as their pseudo IDs. This authenticati The use of a hash of the key is secure: in order to generate

key would be used in exactly the same way as the peers’ I1®.legitimate message for a pseudo ID that is a hash of an

However, each peer would also sign the message ID. Whauthentication key the attacker would have to come up with

any peer receives a message, it can check the signed messagauthentication key that matched the hash, a new message

ID using the “from ID” as the key. As the attacker cannotD and the signature of that message ID that matched the

correctly sign the message ID it can no longer forge messagasthentication key. Assume for contradiction that thechtta

This scheme is, in general, backwards compatible: olderspeean come up with these, if the authentication key in the

need not be aware that the ID is also an authentication keyessage header is the same as the one given to the attacker

The checking is also optional; peers may choose to only cheblen the attacker has broken the RSA signature scheme.

messages if they spot suspicious activity. Whereas, if the authentication key in the header is diffgren
The level of popularity enjoyed by any system that claims teut still matches the hash, then the attacker has broken the

offer anonymity to the user will be partly based on the level $HAL hash collision problem for a given hash. Both of these

trust potential users place in these claims. To maintaivel le problems have been shown to be computationally hard.

of trust in the MUTE system it was important to implement Tests run by MUTE'’s developers found that the extra crypto-

this fix before the flaw became widely known. So we contacté&iaphic operations did not increase download times ndtigea

the developers of the MUTE system and suggested the fiRis was because the biggest time delay in the system is

described in this section. They where pleased to have taekattcaused by the hop-by-hop routing, compared to which theextr

pointed out to them however they also had a strong desireGiyptographic operations where insignificant.

ensure that the fix was backwards compatible with the previou This solution was added to the 0.5 release of MUTE,

version of MUTE. This meant that the IDs could not be longdhe C++ source code is available fatt p: // nut e- net .

than 160 bits, which is too short for a RSA public key. sour cef or ge. net . Since its releasg in June 2006 the code
SHAL hashes are exactly 160 bits so we use a SHAL hd¥s Peen downloaded over 150,000 times.

of the peer’s 1024-bit RSA public key as the pseudo ID (the V. CONCLUSION

same public key that the peers use to exchange their synemetri

channel keys). We sign the message ID along with the coun}glrce a neighbour to misroute messages addressed to an ID;

time-stamp and only forget message IDs that have a tmh is only succeeds if the ID does not belong to the neighbour.

stamp that is too old to accept. A very patient attacker co e fix MUTE by using the hash of an authentication key as

wait for the counter to loop and then run a replay attack. peers’ pseudo ID. It may be possible to carry out similar

. i
the.peers record the value of the cpunter at which they p'Ckgffacks on other ad-hoc networks in which the nodes generate
their IDs and change to a new ID if they ever loop round. their own IDs, a similar defence may also be useful.
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